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Objectives (k:4ii)

= What is HIPAA ?

= Why - HIPAA ?

= Who involves in HIPAA ?
= Howtodoit?

= Penalty — not follow it.




What is HIPAA?

HIPAA (Health Insurance Portability and
Accountabllity Act of 1996)-- a Federal law.

Title I - Health Care Access, Portability and
Renewability

Title IT — Preventing Health Care Fraud and Abuse;
Administrative Simplification; Medical Liability
Reform
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To protect patient’s Privacy

(R ANE R HIEAARE )

Protect health and medical information
(R AR K EE N ZE)

Compliance with the Privacy Rule Is
required.
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Patient’s Right (& A BRI
Diagnoses H17E%% ;% © Medical decision £*
FIEE R E N EAEEPE L TE
Physician and care Confidentiality B2
plan ZEEEH CHJEE HalWRE
EUE&E& T Complaints and

Emergency care 1=
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No discrimination
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Autonomy B F 1
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— (Protected Health Information: PHI)- 18
IDENTIFIERS

Name
Geographical subdivisions smaller

than a state ({F1})
Dates (F£#5, £ H I AfE HEA,

except year)

Phone numbers (ZEZLE55E)

Fax numbers

Electronic mail addresses

Social security number 1 T 5%
Occupation B2 F2 53 20
AT &

Medical record B& & RH A% 52,

EE%)%%EL, B HIEECE 1T

Health Plan beneficiary numbers

Account numbers
Certificate/License numbers
Vehicle identifiers

Web Universal Resource Locators
(URLs)

Internet Protocol (IP) numbers
Biometric identifiers
photographic images(H& 5 )

all other unique identifying code
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Medical records.
B4 A EM R E R A N E R ALIR
Communications among providers.
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Medical insurance 1nformat10n.
(Rl S BRIV E R E R
Medical bills. ZFrAVEEZRE

Past, present and future medlcal care plans

SRR BHYEE, 8K - BE - RARHIER
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%{%{%Bﬁ;ﬂealth plans - Health Insurance companies ,
HMOs Company health plans, Government programs that
pay for health care, such as Medicare, Medicaid, and the
military and veterans health care programs

)'LJ.—IP

== \_=.Health Care providers - Doctors (Western and
Eastern), Clinics Psychologists, Dentists, Chiropractors ,
Nursing Homes, Pharmacies, etc.

HRErEClearinghouses and business associates -billing
services and community health information systems, re-
pricing companies, community health management
iInformation systems and "value added" networks and
switches



So, what to do with patient’s
information if need to be transfered?
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Purpose HHY
Content A
Responsibility &1+
Signature and date 244 5 HE
Protect patients and care providers

PRIEEETS




_Health Care Providers’ action

Providers notifying patients about their privacy rights and
how their information can be used.

Adopting and implementing privacy procedures for its
practice, hospital, or plan.

Training employees so that they understand the privacy
procedures.

Designating an individual to be responsible for seeing
that the privacy procedures are adopted and followed.

Securing patient records containing individually
identifiable health information so that they are not readily
available to those who do not need them.



=

= PN

More Howto Protect PHI
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Basic rule: Need to know

Do not view any patient record unless it is required by
your assigned job function

Keep patient record away from anyone who is not
authorized to access it

e Do not share if you have any doubt

e Disclosure to the patient’'s spouse MAY NOT be
allowed

Do not make unauthorized copy or transfer of any patient
record

Do not make unauthorized changes to patient records

Report immediately when you notice any violation
Incident

Applicable to both paper records and electronic records
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How to Protect Electronic PHI

Protect your password and do not share it
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Use secure email
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Log out 1mmed1ately
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Keep your
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password safe
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How-Electronic Security

Use authorized secure email, never include
any protected patient information in an
email

e Fax is acceptable alternative

Make authorized copy or transfer of patient
records, using encrypted data

Never transmit a password-protected file
and the password using the same
transmission mechanism



~ How-Protecting Verbal PHI
=Sia LEmAEHRE

Privacy first

WAREEER B REBE R EE—

Non-essential staff. &35 3 0] SE4F AN & B H &

N

Phone conversation T ERER 528 28 A B

Phone message [Rill5H/E B8 1E 5 3k

Fax

Keep conversation private ‘& -~ EHFAZE > [EHF

B AR EA S IR AN K B ERA
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Patient becomes a threat to self or others.
4155 FE SR A SR A M » HI T
PREIRTE

Call gu immediately. QISR EFTARN AN
CE PR 1LRIFTERR9 1 1
Refport patient’s and care provider’s
in %eration and fefitg B HiEAVLEANITRES
¢

Write down conversation and report to
supervisor. ELEREEENE @ MAEE T/EAR
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(Common excuses)

Worry {H2FPE oMt (E A )
Patient’s request {H &F A B K Fe i Hy

Family’s request {H 25 &% )&

Celebrity {HEHFRFENET - SRS A
1B (E R

Looking for my own medical records in other’s
computer B B E RIS (E A0 - BT
;?_TLA’“% (B A\ HYEERS 7 A BB A BB AL
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Penalty -1
Fine §% FHVHEL
Lost trust 2= E{ZFE
Suspension T {E/ZF
Litigation JAfEE (£ (REEJHE

allp
Rz

ail

/‘



=

\\

= HIPPA Compliance

BEFRRERBHEHEEAFE

Mandatory &7l |
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Civil money penalties &z & 5T
maximum fine Szl s 7] 2£$25000 USD

E 4 per year (1)
Criminal penalties HE %1% FH L2
from $50,000 up to one year

imprisonment (14F), to $250,000
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and 10 years imprisonment (10 4
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Pay attention to what we say.
WATCH what we say.
WHERE we say it.

WHO we say it to.
Talk quietly, do not use full name.

Make sure the person getting information has the
authority to do so.

T WA, AR, R, B
R, BAH
RELRJU) .
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Examples = -
Some one ask you about the other person’s illness.
Tell your family about .....

Check your friend’s or family member’s lab results
E-mail someone’s health issue

Tell other patient’s issue in front of another ptatient
Take chart home or put in car

Leave chart on table without secure it...

Share other’s ss#



The Highest priority in all of
HIPAA law 1is:

Patient Care, Safety, and
privacy




-~ Resources: U.S. Department of
Health & Human Services

e http://www.hhs.gov/ocr/privacy/hipaa/fag/index.
html

® http://www.hhs.gov/ocr/privacy/

® http://www.ak-
pa.org/practice/hipaa/ articles/cms hipaaioi.pdf

® http://www.cms.hhs.gov/hipaa/hipaa2/default.asp



http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html
http://www.hhs.gov/ocr/privacy/
http://www.ak-pa.org/practice/hipaa/_articles/cms_hipaa101.pdf
http://www.cms.hhs.gov/hipaa/hipaa2/default.asp
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Thank you!



